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/usr/local/snort/bin/snort -D -u snort -g snort \
-c /usr/local/snort/etc/snort.conf -i eth1
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sudo apt-get install nmap
sudo apt-get install nbtscan
sudo apt-get install apache2
sudo apt-get install php5
sudo apt-get install php5-mysql
sudo apt-get install php5-gd
sudo apt-get install libpcap0.8-dev
sudo apt-get install libpcre3-dev
sudo apt-get install g++
sudo apt-get install bison
sudo apt-get install flex
sudo apt-get install libpcap-ruby

;7��:����E�F��#F�EC����*����E�B��E*��E�FB��,��C�-�����E�6'�G���������E��,�E��'�������B�����E��E)��FB*2B(E��
 ��:��-��(E�����<

sudo apt-get install mysql-server
sudo apt-get install libmysqlclient16-dev
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sudo apt-get update
sudo apt-get upgrade
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sudo wget http://hem.bredband.net/jpgraph/jpgraph-1.27.1.tar.gz
sudo mkdir /var/www/jpgraph
sudo tar zxvf jpgraph-1.27.1.tar.gz
sudo cp -r jpgraph-1.27.1/src /var/www/jpgraph/

http://hem.bredband.net/jpgraph/jpgraph-1.27.1.tar.gz
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sudo tar zxvf snortreport-1.3.2.tar.gz -C /var/www/
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sudo vi /var/www/snortreport-1.3.2/srconf.php
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$pass = "YOURPASS";
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$pass = "YOURPASSWORD";�
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sudo tar zxvf daq-0.6.1.tar.gz
cd daq-0.6.1
sudo ./configure
sudo make
sudo make install
sudo ldconfig

 �,���BC�B�C�����B������C�E�

��E�E�B�E��������FB*2B(E��-������C�E��������������B��EB��E��#E���C��-�����B��B������� �,���BC���E�-����,��(�-��E�
;���F�++���C�E��(��(�E*�CE�*�#+-��E�+���C�E�?A�A���(E<�B�C�����B������,������E�E�*�##B�C��-��#�'����C�,���BC�
C��E*���'��

sudo tar zxvf libdnet-1.12.tgz
cd libdnet-1.12/
sudo ./configure 
sudo make 
sudo make install 
sudo ln -s /usr/local/lib/libdnet.1.0.1 /usr/lib/libdnet.1

http://libdnet.googlecode.com/files/libdnet-1.12.tgz
http://www.snort.org/downloads/1098
http://www.symmetrixtech.com/
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sudo tar zxvf snort-2.9.1.tar.gz
cd snort-2.9.1
sudo ./configure --prefix=/usr/local/snort
sudo make
sudo make install
sudo mkdir /var/log/snort
sudo mkdir /var/snort
sudo groupadd snort
sudo useradd -g snort snort
sudo chown snort:snort /var/log/snort

7��:����B!E����E��E����E�6'�G��FB��,��C���B��'���*���E�EB���E�������E��E)���,����EF�������CE�����*�EB�E���E�������
CB�B�B�E�

echo "create database snort;" | mysql -u root -p
mysql -u root -p -D snort < ./schemas/create_mysql

5E)��,E��EEC����*�EB�E�B��BCC�����B��6'�G����E��-��������������E�B����:������B�(��C��CEB����������E�CBE#���B��
�������DE#E#�E����E�FB��,��C���B��'���E��E���E��,�����������E���E����(�E�/���E��B����C���E�FB��,��C����
BCC�����������E�C����E�/���E��B����C���E�E����E�E*�����B�E#E���

echo "grant create, insert, select, delete, update on snort.* to snort@localhost \ 
identified by 'YOURPASSWORD'" | mysql -u root -p

 �,���BC���E��B�E���������D��E�

��E��E)����EF�������C�,���BC���E��B�E������������E�E���7��:����EEC������(��������E�����*E-��E����E����B����,�E�����
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�����B����E��E(���E�EC���E�����E�-��E��B�E����CB'����CE����B������E�-�������*���E���

 �,���BC������-��E����'����� ��#B*���E����������E�?��BF����?�	A���B��(E�

https://www.snort.org/snort-rules
http://www.snort.org/downloads/1107
http://www.snort.org/snort-downloads


3FE��B�*�##B�C�F��#F�������E�C��E*���'�,�E�E�'���C�,���BCEC���E����������E�E��-��E�B�C�����E���E�-����,��(�
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sudo tar zxvf snortrules-snapshot-2910.tar.gz -C /usr/local/snort
sudo mkdir /usr/local/snort/lib/snort_dynamicrules
sudo cp /usr/local/snort/so_rules/precompiled/Ubuntu-10-4/i386/2.9.1.0/* \

/usr/local/snort/lib/snort_dynamicrules
sudo touch /usr/local/snort/rules/white_list.rules
sudo touch /usr/local/snort/rules/black_list.rules

&��-�(��E������
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sudo vi /usr/local/snort/etc/snort.conf

&�B�(E���E�E����E��-��#������
var WHITE_LIST_PATH /etc/snort/rules 
var BLACK_LIST_PATH /etc/snort/rules 

��������
var WHITE_LIST_PATH /usr/local/snort/rules 
var BLACK_LIST_PATH /usr/local/snort/rules 

&�B�(E���E�E����E��-��#������
dynamicpreprocessor directory /usr/local/lib/snort_dynamicpreprocessor/ 
dynamicengine /usr/local/lib/snort_dynamicengine/libsf_engine.so 
dynamicdetection directory /usr/local/lib/snort_dynamicrules 

��������
dynamicpreprocessor directory /usr/local/snort/lib/snort_dynamicpreprocessor/ 
dynamicengine /usr/local/snort/lib/snort_dynamicengine/libsf_engine.so 
dynamicdetection directory /usr/local/snort/lib/snort_dynamicrules 

1E��,���������E�;��������������F�����E����-�EC����(��-���1B��'B�C<�
#output unified2: filename merged.log, limit 128, nostamp, \

mpls_event_types, vlan_event_types

�CC���������E�
output unified2: filename snort.u2, limit 128

�B!E���E�-��E�B�C�E)����B*2������E�*�##B�C�F��#F��

 �,���BC�B�C�����B���1B��'B�C�
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���-�EC���((��(����F���-��E��B�C�E��E�����E#������B�CB�B�B�E����-���E�CB�B�B�E������B!B��B��E�1B��'B�C�,������F���B���
CB�B�,�E����E�CB�B�B�E�*�#E���B*2������E�������B�E����,�����E������

��E�*���E���!E�������-�1B��'B�C�����A�C�B���-������,�����(�>�,��*��'���*B��C�,���BC��E�E��
���F�++,,,��E*���)��!E�*�#+C�,���BC+�B��'B�C�+�B��'B�C�?A�C��B��(E

http://www.securixlive.com/download/barnyard2/barnyard2-1.8.tar.gz


��FB*2�B�C�����B���1B��'B�C��,������E�-����,��(�*�##B�C��

sudo tar zxvf barnyard2-1.8.tar.gz
cd barnyard2-1.8
sudo ./configure --with-mysql
sudo make
sudo make install
sudo cp etc/barnyard2.conf /usr/local/snort/etc
sudo mkdir /var/log/barnyard2
sudo chmod 666 /var/log/barnyard2
sudo touch /var/log/snort/barnyard2.waldo
sudo chown snort.snort /var/log/snort/barnyard2.waldo 

6�C�-'���E�1B��'B�C��*��-�(��B�����-��E�,������E�-����,��(�*�##B�C�

sudo vi /usr/local/snort/etc/barnyard2.conf

&�B�(E���E�-����,��(����E��-��#������

config reference_file: /etc/snort/reference.config 
config classification_file: /etc/snort/classification.config 
config gen_file: /etc/snort/gen-msg.map 
config sid_file: /etc/snort/sid-msg.map

#config hostname: thor
#config interface: eth0

#output database: log, mysql, user=root password=test dbname=db host=localhost

��������;��E�'����6'�G��FB��,��C�����EBC��-�73�D"���83D ������E��B������E��E��,<�

config reference_file: /usr/local/snort/etc/reference.config 
config classification_file: /usr/local/snort/etc/classification.config 
config gen_file: /usr/local/snort/etc/gen-msg.map 
config sid_file: /usr/local/snort/etc/sid-msg.map

config hostname: localhost
config interface: eth1

output database: log, mysql, user=snort password=YOURPASSWORD dbname=snort \ 
host=localhost

�E����(��F���E��E�,��2�*B�C�

5�,���B��,E��B!E�B�����E��E*E��B�'���-�,B�E�����B��EC�B�C��EBC'����(�$�,E�*B��*��-�(��E���E��E�,��2�*B��E�$��"�
BCC�E��E�$�������B�C�������DEF��������E�E)B#F�E���E��,�,�����E-�E*����E���-��#B��������9�(��E�A�B����E���F��-������
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sudo vi /etc/network/interfaces

&�B�(E���E�-����,��(����E��-��#������

auto eth0
iface eth0 inet dhcp



�����E�E�!B��E��

auto eth0
iface eth0 inet static 
address 192.168.1.1 
netmask 255.255.255.0 
network 192.168.1.0 
broadcast 192.168.1.255 
gateway 192.168.1.1

5�,�BCC���E�-����,��(����E��B����E�E�C��-���E�-��E������B�����E��E*��C�*B�C�,�������B���"�BCC�E���

auto eth1
iface eth1 inet manual
ifconfig eth1 up

�B!E�B�C�E)�����E�-��E���E��E���E���E������������E������*�##B�C�

sudo /etc/init.d/networking restart

5�,�'���*B��*���E*����E��E�,��2�*B��E��B���������B�EC����9�(��E�A���.�������*���E*�EC������E��B#E�����E��B��
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�'�����(���E�@�-*��-�(A�*�##B�C���7�������F��������C����2���#E����(���2E������;B���E!�B�EC��E�E<�

eth0      Link encap:Ethernet  HWaddr 00:00:00:00:00:00  
          inet addr:192.168.1.1  Bcast:192.168.1.255  Mask:255.255.255.0 
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

eth1      Link encap:Ethernet  HWaddr 11:11:11:11:11:11  
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

5���*E���,�E��A�C�E�������B!E�B���"�BCC�E���������E����E�-B*E��B��B���B�����-�@�F�A��5��E����E�E����B�*�B�*E���B��
E��A�,��������*�#E��F�B���#B��*B��'�������'���*�#F�E�E���E��*���*B����EF�����EC��E��,�

�E����(������
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sudo /usr/local/snort/bin/snort -u snort -g snort \
-c /usr/local/snort/etc/snort.conf -i eth1
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sudo vi /etc/rc.local



��E��FB��E���E�-����,��(�*���E��������E�-��E�;�E-��E���E�@exit 0A����E<�

ifconfig eth1 up

/usr/local/snort/bin/snort -D -u snort -g snort \
-c /usr/local/snort/etc/snort.conf -i eth1

/usr/local/bin/barnyard2 -c /usr/local/snort/etc/barnyard2.conf \
-G /usr/local/snort/etc/gen-msg.map \
-S /usr/local/snort/etc/sid-msg.map \
-d /var/log/snort \
-f snort.u2 \
-w /var/log/snort/barnyard2.waldo \
-D

�B!E���E�-��E�B�C�E)�������E��E���E���E����������E���E�-����,��(�*�##B�C������B���������

sudo /etc/init.d/rc.local start
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http://www.snort.org/
http://code.google.com/p/pulledpork/
http://192.168.1.1/snortreport-1.3.2/alerts.php
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